Knowledge article KB0011413: [code]

How do | activate my linkblue account as a faculty or
staff member?

Introduction

Your linkblue username must be activated in order to give you access to most UK computing systems such as the sites
listed on the linkblue page. This article provides linkblue account activation instructions to faculty and staff. For new
undergraduate students, refer to KB0011598 linked below. Graduate students can refer to KB0012798 linked below.

Instructions

1. Visit the linkblue Account Manager (https://ukam.uky.edu)
2. Click New Employee Wizard.

Welcome! Please select one of the options below to activate your account

* New Students: New Student Wizard

» Mew Employeesi New Employee Wizard

3. Enter your UKID# and temporary passcode then click Next.
Note: Your UKID# and temporary passcode will be provided by your college or department’s HR representative as
part of your onboarding.

Activate your linkblue account

Enter in your UKID# and temporary passcode. You can
find this information in the on-boarding information from
your new department.

UKID#
12345678

Temporary Passcode

sSasSsssaSERES

4. Click Login.


https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.uky.edu%2Fsee%2Flinkblue&data=04%7C01%7Cmary.henderson%40uky.edu%7C0eb6115b6ef847783d1708d9da9fafcb%7C2b30530b69b64457b818481cb53d42ae%7C0%7C0%7C637781201660207028%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=A1Ei0k8viQQp2c4IKZl4rsKar2Un3oDaGiJJ60l%2Bzw0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fukam.uky.edu%2F&data=04%7C01%7Cmary.henderson%40uky.edu%7C0eb6115b6ef847783d1708d9da9fafcb%7C2b30530b69b64457b818481cb53d42ae%7C0%7C0%7C637781201660207028%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=XR042zBZDhrlmKWgtsN3KlXLymi4HqoN0JQu5HVM4w4%3D&reserved=0

5. The New Account Wizard will guide you through setting up your new linkblue account. Click Next.

=  GetStarted It looks like this is the first time you have used the Account Manager. This
wizard will guide you through the process of setting up your linkblue
account.

Two-Factor Log-In
fGreate Fassvid Your linkblue account gives you access to most campus resources including
e nCRecouer myUK, Office365, and many other applications at the University of Kentucky
& Notifications and UK HealthCare.

ACCOUNT INFORMATION:

Here are your linkblue Username and your UK ID number.
linkblue Username: newcust123
UK ID Number: 12345678

University Email Account
Finishing Up

Complete

Your UK ID Number may also be referred to as your Employee ID, your
Student ID, or your CMID. You may also see it listed with a 9 at the

beginning.

6. Set up Two-Factor Log-In by adding your mobile device. Click Add Device (A) and follow the directions.
Note: Two-Factor Log-In is required by IT Security to protect your personal information and University computing
systems. If you do not have a phone that can be set up as a registered device, a DUO hardware token can be
utilized. Refer to KB0012144 linked below for information about obtaining a hardware token for two-factor log-
in.

Get Started Secure your personal information at UK with Two-Factor Log-In. By
4  Two-Factor Log-in setting up a secondary trusted device, you add another layer of security to
your account. Add a smartphone, tablet, or feature phone to get started.
Create Password For more information on Two-Factor Log-In, visit: www.uky.edu/ittakes2.
Az ey View the Authentication Policy of the University of Kentucky.

& Notifications
REGISTERED DEVICES

University Email Account You currently have no Two-Factor devices enrolled.

Finishing Up
Add Device
Complete m

A

7. Click Next (B) when you have finished Two-Factor Log-In set up.
Note: If you skip this step, you will receive this warning.

Skip 2-Facter Device Registration

Skipping this step may prevent you from access certain university resources including
my UK. Are you sure you want to proceed without registering a device?




8. Create a new password.
9. Please note that certain legacy systems at the University do not accept spaces as leading or trailing characters in
a password.

Get Started Next, create your new linkblue Password Requirements | the question

mark below to see the comple]

Two-Factor Log-In © Minimum 10 Characters

New Password @ © At least one uppercase letter
= Create Password | @ At least one lowercase letter
seeess © At least one space
Account Recovery & No character three times in a row
& Notifications Confirm Password @ Password not previously hacked
@ Not a known bad password

University Email Account @ Doesn't Contain personal details
Finishing Up
Complete

SAVE PASSWORD SKIP PASSWORD

The password must meet these password requirements:

Minimum 10 characters

At least one uppercase letter

At least one lowercase letter

At least one space

No character three times in a row
Password not previously hacked
Not a known bad password
Doesn't contain personal details

O O O O 0O O O O

10. Confirm your new password by entering it a second time, then click Save Password.

Get Started Next, create your new linkblue password or passphrase. Click the question

mark below to see the complexity requirements.
Two-Factor Log-In P yreq

New Password @
= Create Password

Account Recovery

P Confirm Password
febitihentons Password Requirements
LA L L L]
University Email Account | & New Passwords Match
Finishing Up
Complete

SAVE PASSWORD SKIP PASSWORD

11. Add a mobile device and personal email address that can be used to reset your password in the event you are
locked out of your account because of a security issue or forgotten password. Click Add Mobile Device or Add
Personal Email Address to add a mobile device or email address.

Please note: It is strongly advised that you enter both a personal email address and mobile device in this step.
This information will be needed to use the myDocs portal should you need the following information:


https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmydocs.uky.edu%2F&data=04%7C01%7Cmary.henderson%40uky.edu%7C0eb6115b6ef847783d1708d9da9fafcb%7C2b30530b69b64457b818481cb53d42ae%7C0%7C0%7C637781201660207028%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=dMnlVB3vYyp9H0dOGE5IebHUCfmi0xruTNphK9R7k1g%3D&reserved=0

o O O O

Student 1098-T

Student Unofficial Transcript
Employee W2

Employee Pay Stubs

Note: Adding a mobile device in this step is not part of Two-Factor Log-In set up.

Get Started Providing an external email address or personal mobile device can be added

below in the event that you are locked out of your account due to a

Two-Factor Log-In e
forgotten password or security issue.

Create Password
MOBILE DEVICE: Add Mobile Device

o Mt HEcOvEry PERSONAL EMAIL ADDRESS#| Add Personal Email
& Notifications

University Email Account
Finishing Up

Complete

A. To add a mobile device:

Mobile Device

Number

Confirm

Cancel Send Confirmation Code

e Enter a ten-digit mobile phone number in the "Number" and "Confirm" fields then
click Send Confirmation Code.

B. To add a personal email address:

Mobile Device

Email Address

Confirm

Cancel Send Confirmation Code




e Enter a personal email address in the "Email Address" and "Confirm" fields then
click Send Confirmation Code.

C. After you have entered and confirmed your recovery information click Next.

Providing an external email address or personal mobile device can be added
below in the event that you are locked out of your account due to a
forgotten password or security issue.

MOBILE DEVICE: Add Mobile Device

PERSONAL EMAIL ADDRESS: Add Personal Email

12. Next, you will set up your University Email Address (UEA). Your UEA is an easy to remember address which
functions exactly like your <linkblue>@uky.edu email address does.

13. Create a UEA by clicking on the "New UEA" field. Be sure to follow the UEA requirements that appear when you
click in the field to create your UEA.

[ ] L] | Index - Account Manager ® o+

&« (& & preview.ukam.uky.edu/Wizard/Preview @ o

UEA
Get Started Your University Email 4 Requirements A is the primary email address

associated with your ¢ & Mirsnumi 9 the address that is seen by colleagues

Two-Factor Leg-In s 3 2
and instructors as wel cnaracters or 5ty Directory.

Create Password New UEA contains a
— period () OR
Account Recovery Account.Manager equal to your
& Notifications username
Delivery Location & Must
consist of
only

Eaoad alphanumeric
g LB Office365 characters (A-

Microsoft's Cloud bojte form. The standard for students and

employees periods (.) and
dashes (-}

A
Google & Cannot
have two

Google's Cloud base onsecutive
non-
alphanumeric
characters
(e.g.
joe..smith"
& Cannot
start or end
with non-
alphanumeric

University Email Account Please select where yq niversity mail delivered.

Complete

Univers

characters
I i n (e-g."-

joe.smith.")

® University of Kentucky ‘ Lexington, Kentucky 40506 | An Equal Opportunity University




14. After you create your UEA, select an email delivery location. This will determine the type of email account your
University Email Address will deliver to and where you will check your email. You can choose either Office 365 or
Google. Once you've made a selection, click Next.

Note: If you select Google as your intended delivery location, you will be required to set up a separate password
for this account. This password is not the same as your linkblue account password. Your Google password does
not sync with your linkblue password.

[ ] | Index - Account Manager x -+

&« C & preview.ukam.uky.edu/Wizard/Preview r ® 6

Get Started Your University Email Address or UEA is the primary email address
associated with your account. This is the address that is seen by colleagues
and instructors as well as the University Directory.

Two-Facter Log-In
Create Password New UEA

Account Recovery johng.public @uky.edu
& Notifications
Delivery Location

University Email Account Please select where you'd like your university mail delivered.
Finishing Up Office365

Complete Microsoft's Cloud based email platform. The standard for students and
employees

Google
Google's Cloud based email platform.

University of

Kentucky

®© University of Kentucky ‘ Lexington, Kentucky 40506 ‘ An Equal Opportunity University

15. Your linkblue account will now be activated. Once activated, you can sign in to the University of Kentucky
Account Manager by visiting ukam.uky.edu and other University of Kentucky systems such as myUK.
Note: It may take up to 20 minutes for your mailbox to become available once your account has been activated.

Click Sign out to exit the Setup Wizard.

% University of
FE Kentucky

Get Started YOUR LINKBLUE ACCOUNT HAS BEEN SETUP!
Welcome to the University of Kentucky family. Now that your account is setup and ready, here are
a few common next steps!

Two-Factor Log-In

NEXT STEPS:
* How to access my new Office365 email

Create Password

Account Recovery
& Notifications

University Email Account

Finishing Up

=+ Complete

For questions, please contact ITS Customer Services:
859-218-HELP (4357)
218help@uky.edu



https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fukam.uky.edu%2F&data=04%7C01%7Cmary.henderson%40uky.edu%7C0eb6115b6ef847783d1708d9da9fafcb%7C2b30530b69b64457b818481cb53d42ae%7C0%7C0%7C637781201660207028%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=XR042zBZDhrlmKWgtsN3KlXLymi4HqoN0JQu5HVM4w4%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmyuk.uky.edu%2F&data=04%7C01%7Cmary.henderson%40uky.edu%7C0eb6115b6ef847783d1708d9da9fafcb%7C2b30530b69b64457b818481cb53d42ae%7C0%7C0%7C637781201660207028%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=%2FiVezi6kTQa1XOVesxoQS%2F5xGpyd8%2B22XC77DpERtiY%3D&reserved=0
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